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Construct a hacking ar senal for penetration testersor hacking enthusiastsusing Kali Linux on a
Raspberry Pi

About This Book

- Learn how to turn a Raspberry Pi into a Kali Linux hacking toolkit for onsite, physical, and remote
penetration testing

- Understand the capabilities, limitations, and features of Kali Linux on Raspberry Pi

- Build and develop methodologiesideal for Raspberry Pi penetration testing using real-world cases

Who ThisBook IsFor

If you are looking for alow budget, small form-factor remotely accessible hacking tool, then the conceptsin
this book are ideal for you. If you are a penetration tester who wants to save on travel costs by placing alow-
cost node on atarget network, you will save thousands by using the methods covered in this book. Y ou do
not have to be a skilled hacker or programmer to use this book. It will be beneficial to have some networking
experience; however, it is not required to follow the concepts covered in this book.

What You Will Learn

- Install and tune Kali Linux on a Raspberry Pi for hacking

- Use aRaspberry Pi for pentests such as breaking wireless security, scanning networks, and capturing
sensitive data

- Perform man-in-the-middle attacks and bypass SSL encryption

- Compromise systems using various exploits and toolkits

- Bypass security defenses and remove data off atarget network

- Develop acommand and control system to manage remotely placed Raspberry Pis

- Turn a Raspberry Pi into a honeypot to capture sensitive information

- Grasp professional penetration testing through proper documentation

I|n Detall

The Raspberry Pi is alow-cost credit-card sized computing system that can be customized for just about
anything including penetration testing. Raspberry Pi is the best known platform not because it is cheap but
because it is very powerful. Kali is a pentesting/security auditing Linux distribution. Kali Linux has many
penetration-testing programs, including nmap (a port scanner), Wireshark (a packet analyzer), John the
Ripper (a password cracker), Aircrack-ng (a software suite for the penetration-testing of wireless LANs), and
Burp suite and OWASP ZAP (both web application security scanners).

This book covers how to turn a Raspberry Pi into a hacking arsenal to leverage the most popular open source
toolkit, Kali Linux. You will learn how to use various tools to breach networks and steal data.
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From reader reviews:
Natasha Rich:

Information is provisions for people to get better life, information today can get by anyone from everywhere.
The information can be a know-how or any news even an issue. What people must be consider any time
those information which isin the former life are difficult to be find than now's taking seriously which one
works to believe or which one typically the resource are convinced. If you have the unstable resource then
you have it as your main information it will have huge disadvantage for you. All of those possibilities will
not happen within you if you take Penetration Testing with Raspberry Pi as your daily resource information.

Miles Towles;

Penetration Testing with Raspberry Pi can be one of your basic books that are good idea. We all recommend
that straight away because this e-book has good vocabulary that could increase your knowledge in vocab,
easy to understand, bit entertaining but delivering the information. The article writer giving his’her effort to
put every word into enjoyment arrangement in writing Penetration Testing with Raspberry Pi athough
doesn't forget the main point, giving the reader the hottest and based confirm resource information that
maybe you can be among it. This great information can easily drawn you into new stage of crucial
imagining.

Pear| Norris:

Aswe know that book is significant thing to add our information for everything. By a publication we can
know everything we wish. A book is a group of written, printed, illustrated or even blank sheet. Every year
ended up being exactly added. This publication Penetration Testing with Raspberry Pi was filled regarding
science. Spend your extratime to add your knowledge about your technology competence. Some people has
distinct feel when they reading a book. If you know how big benefit from a book, you can feel enjoy to read
abook. In the modern eralike now, many ways to get book which you wanted.

Martha L ockridge:

That e-book can make you to feel relax. This specific book Penetration Testing with Raspberry Pi was bright
colored and of course has pictures on the website. Aswe know that book Penetration Testing with Raspberry
Pi has many kinds or type. Start from kids until teenagers. For example Naruto or Investigator Conan you
can read and think that you are the character on there. Therefore, not at all of book are generally make you
bored, any it offers up you feel happy, fun and loosen up. Try to choose the best book for yourself and try to
like reading which.
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